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1. Purpose

This Trust-wide protocol sets out acceptable, safe and responsible use of all digital
technologies, networks, data, email and communications systems, and Artificial Intelligence
(AI) tools across The Three Saints Academy Trust. It combines and supersedes previous
Acceptable Use guidance and establishes clear expectations for staff, pupils and visitors,
aligned with UK GDPR, Keeping Children Safe in Education, and Department for Education
guidance on the safe use of generative Al.

2. Scope

This protocol applies to all staff, pupils, contractors and visitors using Trust-provided
devices, personal devices connected to Trust systems (including BYOD where permitted),
network services, cloud platforms (e.g. Microsoft 365), and any Al-enabled tools or services
used for Trust purposes. It covers use on and off site when accessing Trust data or services.
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. Guiding Principles

e Safety, security and robustness: safeguarding-first approach, appropriate filtering and
monitoring, and secure configuration.

e Transparency and accountability: be clear when Al is used and maintain auditable
records where appropriate.

e Fairness and inclusion: mitigate bias and ensure accessibility for all users.

e Human oversight: qualified staff review and remain accountable for Al-assisted outputs
and decisions.

e Data protection and privacy: comply with UK GDPR, data minimisation, and approved
processing only.

o Intellectual property: respect copyright and protect staff and pupil-created works.

4. Roles and Responsibilities

Trust Leadership

e Approve this protocol and ensure adequate resources for safe digital and Al use.

e Designate senior leads for digital strategy, safeguarding (DSL) and data protection
(DPO).

e Review this protocol at least annually or following significant changes.

Data Protection Officer (DPO)

e Advise on lawful bases, Data Protection Impact Assessments (DPIAs) for Al tools, and
data subject rights.



Designated Safeguarding Lead (DSL)

e Monitor emerging online and Al-related risks, ensure filtering/monitoring addresses Al
risks, and train staff.

IT/Technical Leads

e Implement and maintain technical controls, web filtering and monitoring, access
controls and updates.

All Staff

o Follow this protocol and related policy and procedures, use only approved tools, apply
professional judgement and report concerns.

Pupils and Visitors

e Follow user agreements and instructions; report concerns to a member of staff
immediately.

5. Acceptable and Unacceptable Use

5.1 Acceptable Use

e Use Trust systems and internet primarily for work-related and educational purposes.

e Use only Trust-approved email and communication systems to contact pupils and
parents/carers on school business.

o Ensure confidential data moved between locations is encrypted and handled according
to Trust data security protocols.

o Keep device operating systems and anti-virus software up to date; use your Trust
Microsoft OneDrive for secure storage.

5.2 Unacceptable Use (non-exhaustive)

o Allowing unauthorised access to Trust systems; sharing or using another person’s
credentials.

o Installing software without Headteacher/IT approval or using unlicensed software.

¢ Introducing malware; attempting to bypass security controls; hacking into unauthorised
systems.

e Accessing, creating, downloading or sending offensive, discriminatory, harassing or
threatening content.

e Posting defamatory statements about the Trust, colleagues or stakeholders; passing off
personal views as those of the Trust.

e Connecting devices to the Trust network without up-to-date anti-virus protection.

e Using personal cameras/phones to capture or transfer images of pupils or staff without
explicit authorisation and in line with safeguarding policies.

e Using USB media without prior malware scanning on a network-isolated machine
(prefer OneDrive).



6. Email, Messaging and Social Media

e Use only approved Trust systems for official communications. Do not use personal
accounts for Trust business.

e Do not send content that could reasonably be considered offensive, harassing or
inappropriate.

e Maintain a clear separation between personal social media activity and professional
role; never discuss identifiable pupils or staff on personal channels.

7. Monitoring, Filtering and Logging

All internet and network activity on the Trust domain may be monitored and logged. Web
access is filtered using the Trust’s approved solution (currently Adept’s WebScreen), and
sites/downloads may be blocked by our monitoring partner (currently Agilisys) where
deemed harmful. Usage logs may be shared with line managers and investigated where
policy breaches are suspected. Monitoring is via Impero and SENSO.

8. Responsible Use of Artificial Intelligence (Al)

This section summarises requirements for Al use and forms part of Acceptable Use. Detailed
guidance appears in related procedures.

8.1 Staff Use

o Use only Al tools approved by the Trust. Do not use free personal Al accounts for Trust
work.

e Do not input personally identifiable information about pupils, parents or staff into Al
tools unless the tool is explicitly approved for such processing and documented in a
DPIA.

e Assume Al outputs may contain inaccuracies or bias; check all outputs with professional
judgement before use.

e Be transparent when Al has materially assisted in creating content or decisions; humans
retain final decision-making authority.

e Do notallow Al providers to train on Trust data unless explicitly contracted and
approved.

e Reportany harmful or inappropriate Al output to IT/DSL and stop using the tool
pending advice.

8.2 Pupil Use

e Pupil access to Al tools is only permitted where age-appropriate, risk-assessed,
supervised and through Trust-approved tools and accounts.

e Al must not be used to generate or share inappropriate, discriminatory or harmful
content.

e For assessed work, pupils must follow academic integrity guidance; undisclosed Al use
may be treated as malpractice.



8.3 Data Protection and Intellectual Property

Comply with UK GDPR: identify a lawful basis before processing any personal data with
Al tools, apply data minimisation and retention controls.

Protect staff and pupil IP; do not upload student work to Al services without permission
and parental consent where required.

Respect copyright and licensing when using Al-generated or third-party content.

8.4 Safeguarding and Risk

Filtering and monitoring must extend to Al tools used by pupils; real-time blocking and
alerts should be enabled where available.

Be alert to risks including deepfakes, grooming attempts, misinformation and harmful
challenges; follow existing safeguarding procedures for any concerns.

9. Devices, Software and Updates

All software installations must be approved by the Headteacher/IT.

Only Trust-managed app stores and repositories may be used on managed devices.
Staff must ensure that all laptops are kept secure at all times, both on and off site,
including the use of password protection, secure storage when not in use, and taking all
reasonable steps to prevent loss, theft or unauthorised access.

Apply updates promptly; report lost or stolen devices immediately so that remote
wipe/lock can be initiated.

10. Incident Reporting and Enforcement

Suspected breaches must be reported immediately to the line manager and IT/DSL/DPO as
appropriate. The Trust may suspend access while investigating. Breaches may lead to
disciplinary action and/or legal proceedings.

11. Related Policies and References

Data Protection Policy (UK GDPR; Data Protection Act 2018)
Safeguarding and Child Protection Policy; Online Safety Policy
Teaching and Learning; Assessment; Behaviour & Relationships; SEND
Responsible Al Procedures and Tooling Standards

Department for Education: Generative Al in Education (guidance)

DfE Generative Al Product Safety Expectations

Keeping Children Safe in Education

JCQ guidance on Al in assessments (where applicable)



Appendix A — Staff Acceptable Use & Al Declaration

[ have read and understood The Three Saints Academy Trust Acceptable Use & Responsible
Technology Policy (including Al). I understand that network and internet activity may be
monitored and that breaches may lead to disciplinary action. [ agree to use only approved
systems and Al tools and to safeguard personal data and the welfare of pupils.

Name:
Signature: Date:




